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This research was a step forward in providing a solution to protect sensitive patients’ health 
information while in digital form. This thesis contributes to the development of a modern 
framework to implement and manage Security Enhanced Linux in Health Information Systems. 
The proposed framework introduces SELinux Profiles to restrict access permissions at the 
Operating System layer so that the damage from compromised applications can be contained. 
The feasibility of using SELinux profiles in HIS was demonstrated through the creation of a 
prototype, which was submitted to various attack scenarios. SELinux demonstrated that it could 
effectively contain attacks at the application layer and provide adequate flexibility during 
emergency situations.  
 
 
